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Topics

• What is cybersecurity?
• What we have done so far?
• What’s next?



What is cybersecurity?

Definition from CISA (US Department of Homeland Security – Cybersecurity 
& Infrastructure Security Agency)

• The art of protecting networks, devices, and data from 
unauthorized access or criminal use

• The practice of ensuring confidentiality, integrity, and availability 
of information



What is an effective cybersecurity 
program?
1. Senior Management provides clear direction on how to address 

cybersecurity.
2. All departments identify their valuable information assets and 

the technology used to handle it.
3. Cybersecurity staff assesses the risk of each information asset 

and develops policies to encourage secure use.
4. IS staff implement reasonable controls to automate security.



What we have done so far?



Outside cybersecurity experts

• NCSR (Nationwide Cybersecurity Review)
• Sponsored by CISA, focused on state and local 

agencies
• Based on the Cybersecurity Framework from the 

National Institute of Standards and Technology (NIST 
CSF)

• Aon CyQu (Cyber Quotient Evaluation)
• Leading cybersecurity risk management company
• Engagement coordinated through WSTIP



NCSR Result:  1.8/7







WSTIP Pilot Agency



CyQu Result: 1.9/4



Analysis of evaluations

• NCSR
• We cannot score higher than 2 in any area without an organizationally adopted 

cybersecurity plan and dependent policies.
• This masks the effect of best effort work done informally by IS staff to secure our 

infrastructure.

• Aon CyQu
• Focus on avoiding risk and preparation to responding to incidents
• We cannot adequately prepare to respond to incidents without an organizationally 

adopted cybersecurity plan.



New Policy Encacted! (PTACP)



New Policy Encacted! (PTACP)



Table Top Exercise

• Conducted in March 2023
• On-site facilitation by the Department of Homeland Security
• Focus was on response and process identification during a simulated cyber incident
• Third part observer for feedback – Cybersecurity Experts   
• Next steps – In Process 



What’s Next



Questions?
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